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Abstract 

This guide describes how security is implemented in Microsoft Office SharePoint Server 2007. 

The audiences for this guide include information architects, IT generalists, and program managers 

who are planning to make Office SharePoint Server 2007 sites accessible from the Internet. 

This guide includes the following parts: 

Part 1 ð Plan site and content security 

Part 1 of this guide describes the permissions that control access to your sites and the content in 

your sites. It also discusses security related to implementing Excel Services, search features, and 

Shared Services Providers (SSPs). 

Part 2 ð Plan for authentication 

Part 2 of this guide describes the authentication methods that are supported by Office SharePoint 

Server 2007, discusses the authentication configuration settings that need to be planned for 

individual Web applications, and includes sample configuration settings for several common 

forms authentication and Web single sign-on (SSO) authentication providers. 

Part 3 ð Logical architecture design sample 

Part 3 of this guide describes a secure logical architecture design that incorporates the most 

common types of sites and the most common classes of users. The design incorporates secure 

recommendations for authentication, SSPs, Internet Information Services (IIS) application pools, 

Web applications, zones, and zone policies.  

Part 4 ð Deploying Office SharePoint Server 2007 in a secure manner 

Part 4 of this guide describes practical secure configurations for specific server roles. The 

guidance for each server role includes recommended secure settings for the network, the 

operating system, and the applications that are installed, including IIS, the Microsoft.NET 

Framework, and Microsoft SQL Server database software. Part 4 also addresses security 

requirements and recommendations for planning for security roles, for configuring administrative 

and service accounts, and for implementing SSO for access to external data systems. 

The content in this book is a copy of selected content in the Office SharePoint Server technical 

library (http://go.microsoft.com/fwlink/?LinkId=84739) as of the date above. For the most current 

content, see the technical library on the Web. 
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Plan site and content security (Office SharePoint 

Server) 

There are several elements that make up security for your environment. One of these 

elements is the permissions that control access to your sites and the content in your sites. 

A new security model and new security features (such as SharePoint groups to control 

membership, and item- and document-level permissions) make it easy to control who has 

access to what content in your sites. This chapter explains how security for sites and site 

content works, and it guides you through making choices about site security. 

Another element integral to the security of your environment is how you structure 

security at the Web application level ð choosing authentication methods and specifying 

the encryption methods to use. For more information, see Plan for and design security (Office 

SharePoint Server). 

In this chapter: 

¶ Plan site security (Office SharePoint Server) helps you understand the elements of site 

security and how permissions are assigned, and it helps you choose which levels of 

site security to use in your site collection or subsite. 

¶ Determine permission levels and groups to use (Office SharePoint Server) reviews the available 

permission levels and groups, and it helps you determine whether you need additional 

permission levels or groups. 

¶ Define custom permission levels (Office SharePoint Server) helps you create any custom 

permission levels you might need. 

¶ Choose which security groups to use (Office SharePoint Server) helps you determine which 

Microsoft® Windows® security groups and user accounts to use to grant access to 

sites, decide whether to use the All Authenticated Users group, and decide whether to 

allow anonymous access. 

¶ Choose administrators and owners for the administration hierarchy (Office SharePoint Server) 
defines the levels of administration from the server level to the subsite level, and it 

helps you choose the administrators you need for each level. 
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Plan site security (Office SharePoint Server) 

In this article: 

¶ About site security elements 

¶ About assigning permissions 

¶ About fine-grained permissions and permission inheritance 

¶ Choose which levels of site security to use 

¶ Plan for permission inheritance 

¶ Worksheet 

This article addresses planning for access control and authorization at the site collection, 

site, and subsite levels, and does not address planning for the security of your server or 

server farm. For more information about planning for other aspects of security, such as 

authentication methods and encryption, see Plan site and content security (Office SharePoint 

Server). 

Site security is controlled by assigning permissions to users and groups for a specific 

securable object (such as site, list, or item). When you plan for site security, you need to 

decide: 

¶ To what degree you want to control permissions for individual securable objects. For 

example, do you want to control access for the entire site, or do you need specific 

security settings for a particular list, folder, or item? 

¶ How you want to categorize and manage your users (by using groups). This article 

covers the essentials of site security and assists you as you determine the securable 

objects at which to apply specific permissions. For more information about 

categorizing users into groups, see Choose which security groups to use (Office SharePoint 

Server). 

Note  

The way that groups and permissions interact has changed significantly from 

the previous version. In the previous version, site-level groups were used to 

contain both users and permissions ð that is, when you added a user to a site 

group, you automatically determined the permissions that the user was granted 

for a site. In this version, the concepts of groups of users and permissions have 

been separated: SharePoint groups at the site collection level contain the users, 

permission levels contain the permissions, and groups have no permissions 

until they are assigned a permission level for a specific securable object (such 

as a site, list or library, folder, item, or document). 
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About site security elements 

Regardless of what type of site you are creating, the security for your site includes the 

following five elements:  

¶ Individual user permissions   Individual permissions that grant the ability to 

perform specific actions. For example, the View Items permission grants the user the 

ability to view items in a list. Farm administrators can control which permissions are 

available for the server farm by using the User Permissions for Web Application page 

in Central Administration. (To get to this page, on the Application Management page, 

under Application Security, click User permissions for Web application.) For 

information about available permissions, see User permissions and permission levels. 

¶ Permission level   A pre-defined set of permissions that grants users permission to 

perform related actions. The default permission levels are: Limited Access, Read, 

Contribute, Design, and Full Control. For example, the Read permission level 

includes the View Items, Open Items, View Pages, and View Versions permissions 

(among others), all of which are needed to read documents, items, and pages of a 

SharePoint site. Permissions can be included in multiple permission levels. 

Permission levels can be customized by anyone assigned to a permission level that 

includes the Manage Permissions permission. For information about default 

permission levels and which permissions are included in them, see User permissions 

and permission levels. 

¶ User   A person with a user account that can be authenticated through the 

authentication method used for the server. You can add individual users and directly 

assign a permission level to each user; users do not have to be part of a group. We 

recommend that you assign permissions to groups rather than users. Because it is 

inefficient to directly maintain user accounts, you should only assign permissions on 

a per-user basis as an exception. For more information about user account types, see 

User permissions and permission levels.  

¶ Group   A group of users. Can be a Windows security group (such as Department_A) 

that you add to the site, or a SharePoint group such as Site Owners, Site Members, or 

Site Visitors. Each SharePoint group is assigned a default permission level, but the 

permission level for any group can be changed as needed. Anyone assigned a 

permission level that includes the Create Groups permission (included in the Full 

Control permission level by default) can create custom SharePoint groups.  

¶ Securable object   Users or groups are assigned a permission level for a specific 

securable object: site, list, library, folder, document, or item. By default, permissions 

for a list, library, folder, document, or item are inherited from the parent site or parent 

list or library. However, anyone assigned a permission level for a particular securable 

object that includes the Manage Permissions permission can change the permissions 

for that securable object. By default, permissions are initially controlled at the site 

level, with all lists and libraries inheriting the site permissions. Use list-level, folder-


